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Terms of Use for Noah ES Solution 
including Appendix A – Data Processing Agreement 

 
 

Data Processing Location - United States 
HIMSA will process and store Personal Data within the United States and will handle all Personal Data 
included in Customer’s data in accordance with the Data Processing Agreement attached at Appendix A 
to this Agreement. 
 
By using this website and the Noah ES Solution (“Noah ES”) Customer agrees to be bound by these Terms of 
Use (the “Terms”) and to the collection and use of any information as set forth in the Data Processing 
Agreement attached as Appendix A and our Privacy Policy (found at: esprivacypolicy.himsa.com ) 
(collectively, the “Agreement”). CUSTOMER SHOULD READ THESE TERMS AND CONDITIONS BECAUSE THEY 
MAY LIMIT ITS LEGAL RIGHTS.  PLEASE REVIEW THE ARBITRATION TERMS BELOW AS THEY WILL REQUIRE 
CUSTOMER TO AGREE TO BINDING ARBITRATION. THESE TERMS APPLY TO ALL USERS AND OTHERS WHO 
ACCESS NOAH ES (“Users”). 
  
1. About Noah ES, functionality, right of use, and access 

1.1 The Noah ES solution is a web-based service intended for use by the hearing care business 
(“Customer”) only, whereby an employee or external consultant with a Hearing Care Business (a 
“Hearing Care Professional”), may enter or use a patient’s data in order to provide Hearing 
Health Care Services. 

1.2 Noah ES is produced and marketed by HIMSA America Inc. (“HIMSA”), a Minnesota corporation.  

1.3 The legal entity on whose behalf these Terms are accepted becomes HIMSA’s Customer. 

1.4 By accepting this Agreement, Customer acknowledges and accepts the functionality of Noah 
ES, which may change from time to time, as documented on noah-es.com. 

1.5 Customer is responsible for ensuring that only Users that Customer trusts to have sufficient 
knowledge about how to use Noah ES will be added as Users. Sufficient knowledge includes but is 
not limited to having sufficient training, knowledge, and know-how as to the use of Noah ES. 

1.5.1 Customer is responsible for ensuring that each User is set up with an individual User 
account in Noah ES. Sharing of Noah ES user accounts by Users is expressly prohibited. 

1.5.2 Customer is also responsible for any use of Noah ES undertaken by an external consultant 
or User using Customer’s account/access. Customer acknowledges and accepts that an 
external User may only use Noah ES on behalf of Customer.  
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1.6 Customer furthermore accepts that the functionality and the User interface of Noah ES may be 
changed from time to time in connection with development and updates of Noah ES. 

1.7 Upon timely payment to HIMSA of the fees due, Customer acquires a non-exclusive right to 
access and use Noah ES in accordance with these Terms.  

1.8 The Customer will need to use a Noah ES compatible Client application(s) to process Patient 
data in Noah ES. The Noah ES compatible Client application can be produced by HIMSA or 
member companies of HIMSA, and it is the responsibility of the Customer to install or use this 
application(s) and grant it access to the Customer’s data. 

1.9 The Customer has access to Noah ES for as long as the subscription is maintained and paid for by 
the Customer. If the Customer does not close its account a new Subscription period will 
automatically be entered and charged on the credit card. 

1.10 The details of the subscription model and prices can be found here: noah-es.com. 

2. Scope of access 

2.1 During the Term HIMSA grants to Customer a limited, non-transferable, revocable, non-exclusive 
license to access and use Noah ES services and related documentation, solely for the Users(s)for 
which access has been purchased.  The foregoing license is not a sale and HIMSA retains all rights 
therein.  In consideration of this authorization, Customer agrees that any copies of information 
obtained from Noah ES shall display all copyright, trademark and all other proprietary notices of 
HIMSA.  HIMSA reserves all rights not expressly granted under these Terms. 

2.2 Noah ES can only be accessed via the Internet using a Client workstation with adequate internet 
access, a supported browser and, if applicable, a Noah ES Compatible Client application (see 
minimum requirements on noah-es.com). It is Customer’s sole responsibility to ensure adequate 
access to the Internet and to ensure that the Client workstation is using one or more supported 
Noah ES Compatible Client application(s) or browser and that the Client workstation is 
adequately protected against unauthorized access and use.   

2.3 Access includes, unless otherwise agreed, the standard functionality of Noah ES.  

2.4 In order to adhere to section 1.5 Customer shall create access for additional Users or deactivate 
Users as appropriate, provided however that the Users always adhere to the specific 
requirements for using Noah ES, and it is within the limits of the chosen subscription. 

2.4.1 The granted right of use includes Customer’s use of Noah ES for internal use only. Access 
to Noah ES may take place at Customer’s premises or remotely by Customer’s Users.  

2.5 Customer shall be liable for all configuration and use of Noah ES.  
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3. Communications 

3.1 The parties may communicate with each other with binding effect using electronic means (e.g., 
via the Noah ES support portal and email).  Binding effect can only take place when 
communicating with a Noah ES user that is set up as a Business Decision Maker permission level. 

3.2 The Customer’s communication options rely on the purchased subscription as described on 
noah-es.com. 

4. System requirements 

4.1 Detailed system requirements for access to and the use of Noah ES can be found at www.noah-
es.com. 

5. Commencement of use  

5.1 Prior to using Noah ES, Customer shall create a Noah ES account from the HIMSA website, where 
Customer must select the subscription model which meets the Customer’s requirements.   

5.2 Once the Customer has accepted these terms and the payment is accepted the subscription will 
be active and the Customer can commence using Noah ES.  

5.3 Commencement of use shall begin when the effective payment of the fees is completed, and 
the commencement date shall set the time for the future renewal dates. Any attempt by 
Customer to transfer any of the rights, duties, or obligations hereunder, except as expressly 
provided for in these Terms, is void. 

5.4 The Customer’s subscription model may be adjusted to reflect the actual usage and may result in 
an upgraded subscription should the Customer’s use of Noah ES exceed the chosen subscription 
model. The Customer will be notified of a potential price change and Customer accepts any 
price change by the continued use of Noah ES.   As an alternate, the Customer shall bring its use 
of Noah ES in line with its current subscription model.  

6. Number of Users and data storage 

6.1 Customer may create the number of Users that the subscription allows for, provided that the Users 
fulfil the requirements in section 1.5.  

6.2 The subscription model selected will define the available data storage that is included in the 
Customer’s account.   
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7. Consultancy assistance 

7.1 Configuration of Noah ES to suit Customer's specific requirements, import and/or export of data or 
any other assistance are not included in these terms and may be undertaken under a separate 
agreement with payment based on time and materials.   

8. Support 

8.1 Customer will have access to technical support via electronic means. HIMSA will respond to 
inquiries within the agreed terms for the chosen subscription.  

8.2 Any support regarding the use of Noah ES will only include Support of Noah ES functionality. 
Support on integrated third-party software or hardware must be directed to the third-party 
provider.  

8.3 The support response times are dependent on the Subscription selected, but HIMSA will usually 
respond within 2 business days. Should the response time exceed the promised subscription 
support time, Customer will receive information about the expected response time.  

8.4 If the chosen subscription model includes HIMSA Direct Support, the Customer can contact 
through the Noah-es support portal and HIMSA will schedule a time during Business hours (Central 
Standard Time) to provide assistance using HIMSA selected remote desktop support software.   

9. Maintenance  

9.1 HIMSA will use commercially reasonable efforts to maintain Noah ES to keep the Service up to 
date, in particular when required due to agreed regulatory changes from time-to-time, HIMSA 
may issue upgraded versions of the Noah ES. Customer agrees that these Terms will apply to all 
such upgrades. HIMSA may add or remove features, and while HIMSA will use reasonable efforts 
to give Customer advance notice about any major changes, Customer acknowledges that 
HIMSA may suspend, or change the Noah ES at any time without prior notice. Customer shall be 
responsible for notifying HIMSA in writing of any new regulatory changes that impact Noah ES in 
the jurisdiction in which it operates. Customer accepts that it may take as much as 12 months to 
update Noah ES to any new regulation within the supported jurisdictions, from the point in time 
where a Customer, in writing, informs HIMSA about the new regulatory changes. 

9.2 Maintenance does not by default include all new functionality, as HIMSA can chose to release 
new functionality in new modules and provide them to Customer.  Access to and use of any new 
modules may be subject to payment of an additional and/or separate fee. HIMSA reserves the 
right from time to time to make changes to Noah ES. These changes may include discontinuing, 
temporarily or permanently, any service offered by, or through Noah ES (or any part thereof) with 
or without notice. Customer agrees that HIMSA shall not be liable to it for any changes to Noah 
ES.   
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10. Availability and maintenance windows  

10.1 HIMSA will use commercially reasonable efforts to make Noah ES available of at least 99 % of the 
time.   HIMSA provides current system availability and historical uptime information on the noah-
es.com support portal. 

10.2 In order to maintain and update Noah ES, HIMSA will from time-to-time plan and execute 
maintenance work, where Noah ES may be unavailable. Where HIMSA has announced such 
maintenance work at least 24 hours in advance, this unavailability does not affect the measured 
target availability. 

11. Intellectual Property Rights  

11.1 Subject to the limited access granted hereunder, HIMSA reserves all rights, title, and interest in 
and to Noah ES and all subsequent versions of Noah ES, including all copyrights and related 
intellectual property and proprietary rights. No rights are granted to Customer under this 
Agreement other than the limited license and use rights. 

HIMSA will own any suggestions, enhancement requests, recommendations or other feedback 
provided by Customer and its Users relating to the operating and use of Noah ES or its future 
development 

11.2 Neither Customer nor any User may, or may attempt to, (a) modify, alter, tamper with, repair, or 
otherwise create derivative works of Noah ES (and must use them strictly as they are provided), 
(b) reverse engineer, disassemble, or decompile Noah ES or apply any other process or 
procedure to derive the source code of any software, (c) access or use Noah ES in a way 
intended to avoid incurring fees or exceeding usage limits or quotas, or (d) resell or sublicense the 
Noah ES services. All access rights granted are conditional on continued compliance with this 
Agreement. 

11.3 The Customer hereby grants to HIMSA a limited non-exclusive, royalty-free, worldwide license to 
reproduce, display and otherwise use Customer’s data solely to provide Noah ES and other 
services contemplated under this Agreement to Customer.  HIMSA will handle all Personal Data 
included in Customer’s data in accordance with the Data Processing Agreement attached at 
Appendix A to this Agreement. Except for the foregoing license rights, HIMSA has no rights, title, or 
interest to Customer’s data.  The Customer represents and warrants that it has all necessary 
licenses, consents and other authorizations to grant the rights and licenses to HIMSA under this 
Agreement, including with respect to Customer’s data.  

11.4 HIMSA has enabled Noah ES to gather information and report this information to HIMSA. 

11.4.1 The information gathered is information about the configuration of Customer’s IT 
installation including, but not limited to, the configuration of the Customer workstations 
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from which the Noah ES is accessed, the use of the Noah ES and the location of the 
Customer workstation. 

11.4.2 The information gathered may also include information about the use of applications 
created by HIMSA.  

11.4.3 HIMSA will not gather any patient-related data.  

11.4.4 HIMSA will use the information gathered in order to improve the Noah ES and HIMSA-
created applications and to ensure that only copies of the HIMSA-created applications 
with a duly valid license are in use. HIMSA may also use the gathered information in 
accordance with its Privacy Policy: esprivacypolicy.himsa.com. 

11.4.5 If a third party makes a claim against Customer that any part of Noah ES originating from 
HIMSA  infringes any patent, copyright or other intellectual property right (hereafter 
“Claim”), HIMSA will defend Customer against the Claim and pay all costs, damages and 
expenses - including reasonable attorney's fees - finally awarded against Customer by a 
court having jurisdiction over the matter; provided that: (i) Customer notifies HIMSA in 
writing no later than five (5) days after Customer has become aware of a Claim or a 
potential Claim; (ii) HIMSA may assume sole control of the legal handling of the Claim 
and all related actions and negotiations; and (iii) Customer – at Customers own cost – 
provide HIMSA with the assistance, information and authority, which in the opinion of 
HIMSA will be necessary to perform HIMSA’s obligations under this clause. HIMSA assumes 
no liability whatsoever in any part of Noah ES originating from third parties including any 
interfaces with Noah ES. 

11.4.6 Notwithstanding the above, HIMSA shall have no liability for (i) any Claim based on the 
combination of Noah ES with products or services not provided by HIMSA. 

11.4.7 If, due to a Claim or the threat of a Claim, (i) any part of Noah ES originating from HIMSA 
is held by a court having jurisdiction over the matter, or in HIMSA’s reasonable opinion 
may be held to infringe the rights of a third party by such a court, (ii) Customer receives a 
valid court order preventing Customer from using any part of Noah ES, or (iii) in HIMSA’s 
reasonable opinion Customer may receive such an order, HIMSA shall at its own expense 
(i) obtain for Customer the right to continue the use of this part of Noah ES, or (ii) replace 
or modify Noah ES to make it non-infringing provided that such modification or 
replacement will provide Customer with a substantially equivalent result. If none of the 
above options are available on a basis that HIMSA considers to be commercially 
reasonable, then HIMSA may - in whole or in part - terminate Customers use of Noah ES 
with immediate effect and refund to Customer the license fee paid by the Customer for 
the future use of Noah ES,  Unless otherwise explicitly stated in this clause any claim due 
to a Claim or the threat of a Claim - including claims for damages and/or pro rata 
reduction - shall be governed by the limitation of liability in clause 13. 
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12. Benchmark services 

12.1 HIMSA may use the gathered information and information from the Customer’s use of Noah ES 
(storage, number of users, usage of Noah ES, etc.) to produce and offer benchmark services to 
Customer either for free or against payment of a fee.  

13. Liability and waiver 

13.1 Customer shall be solely responsible and liable for any and all use of Noah ES, including access to 
Noah ES and any handling of Customer's data, and for ensuring that its use of Noah ES complies 
with applicable laws.  

13.2 Customer shall also be solely liable for any and all settings and data produced by Customer with 
Noah ES and any subsequent amendments, deletions, etc. thereof. 

13.3 CUSTOMER’S USE OF THIS SITE AND NOAH ES IS AT ITS SOLE RISK. THE SERVICES PROVIDED BY NOAH 
ES ARE PROVIDED ON AN "AS IS" AND "AS AVAILABLE" BASIS. HIMSA ASSUMES NO RESPONSIBILITY 
FOR CUSTOMERS ABILITY (INCLUDING ANY RELATED COSTS) TO OBTAIN ACCESS TO NOAH ES.  
EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, HIMSA  DISCLAIMS ALL REPRESENTATIONS, 
WARRANTIES AND CONDITIONS, WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON INFRINGEMENT 
AND ALL WARRANTIES ARISING FROM COUSE OF DEALING, USAGE OR TRADE PRACTICE.  HIMSA 
MAKES NO WARRANTY OF ANY KIND THAT NOAH ES, ANY RESULTS FROM THE USE THEREOF OR ANY 
SERVICES WILL MEET CUSTOMER’S OR ANY OTHER PERSON’S REQUIREMENTS, BE UNINTERRUPTED, 
ERROR FREE OR FREE OF HARMFUL COMPONENTS, OR THAT ANY CONTENT (INCLUDING CUSTOMER 
DATA OR THIRD-PARTY DATA) WILL BE ACCURATE, COMPLETE, SECURE OR NOT OTHERWISE LOST OR 
DAMAGED.  

13.4 HIMSA does not assume any responsibility for the use of Noah ES for which it is not intended or 
does not support. The instructions for Users explain the only intended use for Noah ES service. NO 
ADVICE OR INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED BY CUSTOMER FROM HIMSA OR 
FROM ANY SERVICE PROVIDED ON THE SITE SHALL CREATE ANY WARRANTY NOT EXPRESSLY STATED 
IN THESE TERMS OF USE. 

13.5 HIMSA shall not assume any liability whatsoever for any use by Users where the Customer cannot 
document that the User(s) in question at the time of creation fulfilled the specific requirements 

13.6 HIMSA shall not be liable for any inability to access Noah ES caused by:  

13.6.1 Customer’s lack of internet access regardless of the reason. 

13.6.2 Telecommunication problems, i.e., cable breakdown, unusually heavy traffic, etc. that 
makes it impossible to access Noah ES.   
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13.6.3 Updates and other required maintenance of Noah ES or the underlying IT-infrastructure. 

13.6.4 Such extraordinary circumstances which are Acts of God or outside the control of HIMSA 
or its sub-suppliers, and which could not or should not reasonably have been foreseen 
and should not have been avoided or overcome when entering into this Agreement. 

13.7 IN NO EVENT SHALL HIMSA BE LIABLE FOR ANY CONSEQUENTIAL, INCIDENTAL, INDIRECT, SPECIAL, 
PUNITIVE OR EXEMPLARY DAMAGES ARISING IN CONNECTION WITH THE USE OF THE NOAH ES OR 
THESE TERMS OF USE, OR ITS SUBJECT MATTER, INCLUDING LOSS OF DATA OR LACK OF ACCESS TO 
NOAH ES OR ANY OTHER THEORY OF LIABILITY GIVING RISE TO SUCH DAMAGES, WHETHER ARISING 
IN CONTRACT, TORT OR OTHERWISE AND REGARDLESS OF WHETHER HIMSA WAS ADVISED OR 
AWARE OF THE POSSIBILITY OF SUCH DAMAGES.  Specifically excluded are damages caused by 
HIMSA’s wilful misconduct or gross negligence.  

13.8 Under all circumstances, HIMSA’s liability for damages shall be limited to the total consideration 
received from Customer in the most recent twelve (12) months before the claim is made, 
however, with an absolute maximum of US$10,000 during the entire term of the Customer’s use of 
Noah ES.   

14. Assignment  

14.1 HIMSA is free to assign its rights and/or liabilities in connection with Noah ES to a third party 
without the prior written consent from Customer. Furthermore, HIMSA may use sub-suppliers to fulfil 
all or parts of its obligations. 

15. Security, backup and local storage of data 

15.1  In accordance with present industry standards for security, Noah ES services have been secured 
against unauthorized access as further detailed in the Data Processing Agreement or at 
esdataprocessing.himsa.com.   

15.2 HIMSA has configured routines to ensure a quick recovery of Noah ES in the event of a crash. No 
warranty for the restore time is granted.  

15.3 Noah ES is backed up daily. The backup includes all data.  

15.3.1 The backup copies are stored following best practices, and HIMSA conducts periodic 
restore-tests to ensure that the backups can be used to restore Noah ES.  

15.3.2 Backups cannot be used to restore Customer’s data if those data are lost as a result of 
actions or omission on the part of Customer.   
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15.4 Before closing an account, Customer shall ensure that all patient data have been 
copied/downloaded locally to Customer’s system, as it is not possible for Customer to retrieve 
data after the account has been closed. Please see esdatadeletion.himsa.com for further 
information on how data is deleted in connection with the cancellation, termination, or migration 
of an Account within the HIMSA Services 

16. Applicable law and arbitration  

16.1 These Terms and any dispute, controversy, proceedings or claim of whatever nature arising out of 
or in any way relating to these Terms, their formation (including any non-contractual disputes or 
claims) and Customer’s use of and access to Noah ES shall be governed by and construed 
exclusively in accordance with the laws of the State of New York, USA without giving effect to any 
choice or conflict of law provision or rule.  

16.2 Any dispute arising out of or in connection with this Agreement or Customer’s use of and access 
to Noah ES, including any disputes regarding the existence, validity or termination thereof, shall 
be finally settled by arbitration arranged by the American Arbitration Association (“AAA”) in 
accordance with the rules for expedited procedures adopted by the AAA and in force at the 
time when such proceedings are commenced. The Arbitrator shall have at least ten years of 
experience in the field of information technology law. The Arbitrator shall have no power to 
amend or disregard the terms of this Agreement. 

16.3 The place of arbitration shall be New York, New York. The language of the arbitration shall be 
English, unless otherwise agreed between the parties. All aspects of the arbitration shall be 
treated as Confidential Information subject to the terms of this Agreement. 

16.4 This arbitration clause shall not prevent a party from seeking injunctive relief or any other interim 
relief from a court of competent jurisdiction. 

17. Termination, Disablement of Access and Miscellaneous 

17.1 The access to and use of Noah ES may be terminated as follows: 

17.1.1 If the Customer fails to pay the subscription access fee on the due date. 

17.1.2 If Customer does not want to continue use of Noah ES, the Customer shall terminate its 
access to Noah ES in accordance with 17.1.3  

17.1.3 Customer may terminate its subscription to Noah ES at the end of the subscription period for 
which the access is paid. If the Customer does not terminate its subscription, the 
subscription will automatically be extended for another subscription period, and 
Customer will be liable to pay the then-current subscription fee.  The Customer will 
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receive notice of the extension of the subscription period at least 10 days prior to the 
expiry of any term. 

17.2 Termination, save for termination in accordance with clause 17.6, does not entitle Customer to a 
proportional refund of any unused vouchers or prepaid access fee or subscription fee.  

17.3 If the Customer, after being given at least ten (10) days written notice, has not paid any 
outstanding fees or other amounts due to HIMSA, HIMSA is entitled to disable the Customer’s 
access to Noah ES.  

17.4 The access to Noah ES will not be restored until Customer has paid all amounts due, including all 
costs.  

17.5 If Customer in a 30-day period has not paid the subscription fee and thereby restored the 
account, HIMSA may delete the account and delete all data with the consequence that the 
account can no longer be restored. 

17.6 In addition, either party may terminate this this Agreement with notice to the other party if the 
other party has not remedied a material breach at the latest ten (10) working days after having 
received a written demand to remedy the breach.  

17.7 Either party may terminate this Agreement, effective immediately upon written notice to the 
other party, if the other party: (i) becomes insolvent or is generally unable to pay, or fails to pay, 
its debts as they become due; (ii) files or has filed against it, a petition for voluntary or involuntary 
bankruptcy or otherwise becomes subject, voluntarily or involuntarily, to any proceeding under 
any domestic or foreign bankruptcy or insolvency law; (iii) makes or seeks to make a general 
assignment for the benefit of its creditors; or (iv) applies for or has appointed a receiver, trustee, 
custodian, liquidator, or similar agent appointed by order of any court of competent jurisdiction 
to take charge of or sell any material portion of its property or business. 

17.8 Upon expiration or earlier termination of this Agreement, Customer will immediately discontinue 
use of Noah ES and any Client application and Customer will cease using and delete, destroy, or 
return all copies of HIMSA’s intellectual property and certify in writing to HIMSA that such 
intellectual property has been deleted or destroyed. No expiration or termination will affect 
Customer's obligation to pay all fees that may have become due before such expiration or 
termination. 

17.9 Customer agrees that, except as otherwise expressly provided in these Terms there shall be no 
third-party beneficiaries to this agreement. 

17.10 The failure of HIMSA to exercise or enforce any right or provision of these Terms shall not constitute 
a waiver of such right or provision. If any provision of these Terms is found by a court of 
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competent jurisdiction to be invalid, the other terms and provisions of the Terms shall remain in full 
force and effect. 

17.11 Customer agrees that its Noah ES account is non-transferable and its access to its account or its 
contents may be terminated at any time in HIMSA’s sole discretion for breach of these Terms, 
fraudulent or illegal activity or based on inactivity on the Noah ES service. 

17.12 Customer agrees that any claim or cause of action that it may have arising out of or related to 
use of any services provided by HIMSA or these Terms must be filed within one (1) year after the 
date that such claim or cause of action arose or be forever barred. 

17.13 These Terms, together with the attached Data Processing Agreement, constitute the entire 
agreement between Customer and HIMSA and govern its use of Noah ES and the Noah ES 
service.  They may not be amended, except by a signed written agreement between HIMSA and 
the Customer. 
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APPENDIX A 

NOAH ES DATA PROCESSING AGREEMENT 

1. THE PARTIES 

1.1 This data processing agreement (the "DPA") governs the data processing relationship between 
HIMSA America Inc. (“HIMSA”), a Minnesota corporation (the “Data Processor”), and the Hearing 
Care Business (the “Data Controller”). Any capitalized terms not defined in this DPA have the 
meanings given to them in the Terms of Use. 

1.2 The Data Controller and the Data Processor are hereinafter respectively referred to as the 
"Parties" and individually as the "Party". 

2. INTRODUCTION 

2.1 The Noah ES solution is an Internet based service that will allow the Data Controller (the licensed 
users of the Data Controller) to control the Patient data in order to provide hearing health care 
services. 

2.2 When using Noah ES the Data Processor will provide storage for and transfer of Personal Data 
with the intention to let the Data Controller perform Hearing Health care services. 

2.3 The purpose of this DPA is to ensure compliance with the requirements of PIPEDA (Personal 
Information Protection and Electronic Documents Act, Canadian privacy law). 

 

3. APPLICABLE LEGISLATION 

3.1 The Data Processor shall comply with the Personal Information Protection and Electronic 
Documents Act (Canada) (“PIPEDA”), when acting as a service provider to the Data Controller in 
relation to the performance of services related to Noah ES. If any other applicable Canadian 
provincial or federal legislation imposes privacy or data protection requirements on service 
providers that differ from those under the PIPEDA or from the terms of this DPA, the Data 
Controller shall provide reasonable advance written notice of such requirements to the Data 
Processor prior to using Noah ES. In such cases, the Data Processor reserves the right to 
suspend or deny the Data Controller’s use of Noah ES until compliance with such requirements 
can be ensured. 

3.2 Order of Precedence. If there is a conflict between the Terms of Use and this DPA regarding 
Personal Data subject to PIPEDA, the provisions of this DPA shall prevail. 

3.3 The Parties agree that this DPA shall be governed by the laws of the State of New York.   
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4. “PERSONAL DATA” AND CATEGORIES OF DATA SUBJECTS  

4.1 “Personal Data” means any information relating to an identified or identifiable natural person.  

4.2 The Personal Data which will be processed by the Data Processor, in relation to Noah ES, is any 
Personal Data processed by the Data Controller in Noah ES, i.e. Personal Data of both sensitive 
and non-sensitive nature, all related to hearing.    

4.3 The Personal Data which will be processed by the Data Processor primarily relates to the 
following categories of data subjects: Patients of the Data Controller or employees of the Data 
Controller.  

4.3.1 The patients data can consist of general Personal Data like (but not limited to): 
Name(s), Address, Date of Birth, Gender, Social security number, Phone, picture as 
well as medical data like (but not limited to): journal entries, diagnostic hearing data, 
or fitting data (Patient Data). 

4.3.2 The employee data is user data like Name(s), user name, and e-mail address 

4.3.3 Both patients and employees will have unique IDs in Noah ES. 

5. RIGHTS AND OBLIGATIONS OF THE DATA CONTROLLER 

5.1 The Data Controller is responsible for ensuring that the processing of Personal Data takes place 
in compliance with PIPEDA. 

5.2 The Data Controller has the right and obligation to make decisions about the purposes and 
means of the processing of Personal Data.  

5.3 The Data Controller shall be responsible, among others, for ensuring that the processing of 
Personal Data, which the Data Processor is instructed to perform, has a legal basis. 

6. DATA PROCESSING 

6.1 The Data Processor can only perform processing of the Data Controller’s data that it is instructed 
to, in order to deliver the agreed services, as described in the Terms of Service, to the Data 
Controller. 

6.2 The Data Processor will use the following types of processing of the Data Controller’s data, at the 
Data Controller’s request: 

6.2.1 Read, Write, Edit, Storage, Copy (including to and from backup), delete, transmission 
and display. 

6.3 The Data Processor may only process Data Controller’s data outside of the instructions in 6.1 and 
6.2 if required by applicable law, which the Data Processor is subject to. In this case, the Data 
Processor must notify the Data Controller with sufficient reasoning before the processing 
commences.   



  
 

14 | P a g e  
 

Terms of Use for Noah ES Solution and Data Processing Agreement V1.0.0 (CA) 

6.4 Upon instructions from the Data Controller, the Data Processor is obliged to deliver all the Data 
Controller’s Personal Data to the Data Controller, if the data is under the Data Processor’s control 
and the Data Controller cannot by itself make an export of the data. 

6.5 Such Personal Data will be delivered in a standard format from Noah ES, which the Data 
Controller under normal circumstances can make itself. 

6.6 Upon instructions from the Data Controller, the Data Processor is obliged to delete all the Data 
Controller’s data in Noah ES, if the data is under the Data Processor’s control and the Data 
Controller cannot by itself delete the data. 

6.7 Such Personal Data must also be deleted from backups and all media, in accordance with the 
Data Processor’s standard information retention policies and procedures. 

7. GEOGRAPHICAL LIMITATION 

7.1 The Data Processor will process and store Personal Data in the United States. 

8. INSTRUCTION 

8.1 The Data Processor is instructed by the Data Controller to process the Personal Data only for the 
purposes of providing the services related to Noah ES. The Data Processor shall not process or 
otherwise use the Personal Data for any other purpose.  

9. ASSISTANCE OF THE DATA PROCESSOR 

9.1 To the extent possible and considering the nature of the processing, the Data Processor shall, at 
the request of the Data Controller and within a reasonable time, assist the Data Controller in 
fulfilling its obligations in relation to requests from data subjects exercising their rights under 
PIPEDA, e.g. in relation to the right of access, rectification and erasure. If the Data Processor 
receives such requests from data subjects, the Data Processor shall without undue delay forward 
such requests to the Data Controller, so that the Data Controller can fulfil the request of the data 
subject. 

9.2 The Data Processor is entitled to full remuneration from the Data Controller for its assistance 
under section 9.1, including for time spent and costs, e.g. fees or other payment to sub-
processors.  

10. USE OF SUBPROCESSORS 

10.1 The Data Controller authorises the Data Processor’s use of subprocessors for the processing of 
Personal Data under the Agreement provided a) the Data Controller is informed of the identity of 
such subprocessors at least 30 days before such subprocessor processes Personal Data under the 
Agreement, and b) the Data Processor enters into a written data processor agreement with such 
subprocessor which shall include as a minimum the same obligations as set out in this DPA.  



  
 

15 | P a g e  
 

Terms of Use for Noah ES Solution and Data Processing Agreement V1.0.0 (CA) 

10.2 A copy of such a sub-processor data processor agreement and subsequent amendments shall – 
at the Data Controller’s request – be provided to the Data Controller. 

10.3 The subprocessor shall process the Personal Data only on instructions from the Data Processor.  

10.4 At the time of entering into the Agreement, the Data Controller authorises the Data Processor's 
use of Microsoft as a subprocessor, providing Azure services for Noah ES. This is the main sub-
processor used for Noah ES. 

10.5 All other sub-processors are listed at esdataprocessing.himsa.com and are authorized to process 
data under this Agreement. 

10.6 If a sub-processor is added or replaced the Data Processor will inform the Data Controller at least 
one month before the change is made. If the Data Controller makes a written objection to the 
change of sub-processor, and if the Data Processor, despite the Data Controller’s objections 
decides to continue with the change of sub-processor, the Data Controller shall either accept the 
change of sub-processor or terminate its use of Noah ES. 

11. SECURITY MEASURES 

11.1 The Data Processor undertakes to implement appropriate physical, technical and organizational 
measures based on risk assessment against accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, Personal Data transferred or otherwise processed. These 
measures will ensure a level of security appropriate to the risk. 

11.2 The Data Processor shall regularly, and no less frequently than annually, evaluate the risks for 
the security of Noah ES, and as a result update the security measures.  

11.3 Depending on their relevance, the measures may include: 

11.3.1 Pseudonymisation and encryption of Personal Data. 

11.3.2 The ability to ensure ongoing confidentiality, integrity, availability, and resilience of 
Noah ES. 

11.3.3 The ability to restore the availability and access to Personal Data in a timely manner in 
the event of a physical or technical incident. 

11.3.4 A process for regularly testing, accessing, and evaluating the effectiveness of technical 
and organizational measures for ensuring the security of Noah ES. 

11.4 The Data Processor is responsible for implementing appropriate physical, technical and 
organisational security measures in relation to Noah ES.  
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11.5 The Data Processor is entitled to identify the risks to Personal Data independently, and thus the 
Data Controller must provide all information necessary to identify and evaluate these risks. 

12. AUDIT 

12.1 The Data Processor will allow for and contribute to audits and inspections in the Data Processor’s 
facilities. Audits and inspections are conducted by the Data Controller or an external auditor 
authorised by the Data Controller. Audits and inspections are subject to a reasonable prior 
written notice of at least 60 days, unless mandatory law requires otherwise. 

12.2 The written notice shall include a proposed audit plan and scope. 

12.3 The Data Controller will have to bear any costs related to the audit – including workhours 
provided by the Data Processor at the standard hourly cost of the Data Processor. 

12.4 All persons that are participating in the audit will be subject to written confidentiality obligations 
which will include the result in the audit report. To the extent allowed the Data Controller must 
deliver to the Data Processor a copy of the audit report. 

13. PERSONAL DATA BREACH 

13.1 The Data Processor is obliged to inform the Data Controller without undue delay, and within 10 
business days, of any breach of security leading to the accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of or access to Personal Data transmitted, stored or otherwise 
processed. 

13.2 The Data Processor shall assist the Data Controller in notifying the Personal Data breach to the 
competent supervisory authority, meaning that the Data Processor will assist in obtaining the 
information listed below: 

13.2.1 The nature of the Personal Data including where possible, the categories and 
approximate number of data subjects concerned and the categories and approximate 
number of Personal Data records concerned;  

13.2.2 the likely consequences of the Personal Data breach; 

13.2.3 the measures taken or proposed to be taken by the Controller to address the Personal 
Data breach, including, where appropriate, measures to mitigate its possible adverse 
effects. 

14. CONFIDENTIALITY 

14.1 The Data Processor undertakes to maintain confidentiality regarding the Personal Data 
encompassed by the Agreement, and the processing thereof, and ensures that persons 



  
 

17 | P a g e  
 

Terms of Use for Noah ES Solution and Data Processing Agreement V1.0.0 (CA) 

authorized to process the Personal Data have committed themselves to confidentiality to the 
same extent or are under an appropriate statutory obligation of confidentiality.  

14.2 By default the employees of the Data Processor do not have access to Patient data of the Data 
Controller. Such access can though be granted to the Data Processor’s employees if it is 
necessary in special support cases for the Data Controller to keep using the Noah ES. Such 
access will be subject to confidentiality described in section 14.1. 

14.3 Results, documentation or findings obtained during any type of audit, as set out in section 12, 
must be treated confidentially by the Data Controller, and the Data Controller guarantees that 
any third party assisting the Data Controller with such audit or the processing of the results, 
documentation or findings has been committed to such confidentiality. 

15. COMMENCEMENT AND TERMINATION  

15.1 This DPA enters into force at the time of acceptance by the Data Controller and remains in force 
until terminated.  

15.2 This DPA shall terminate automatically when the Data Controller no longer has a valid subscription 
to use Noah ES or at the later stage where the Data Processor no longer processes Personal Data 
in relation to Noah ES for which the Data Controller is the data controller. 

15.3 To the extent the Data Processor is in possession of Personal Data being processed on behalf of 
the Data Controller upon termination of the Agreement becoming effective, the Data Processor 
shall, at the request of the Data Controller, make such Personal Data available for the Data 
Controller. If such request has not been received in writing by the Data Processor within 30 days 
after termination of the Agreement has become effective, the Data Processor shall delete such 
Personal Data, unless legally prohibited from doing so. 

15.3.1 Patient data that is made available for the Data Controller upon termination of the 
Agreement will be made available for the Data Controller in one of the standardized 
formats available from the Workstation Client Software. 

 


